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 E: Android £S5 AR TR ER AL REEFERLE LA B8 R8N, ARAEL QBT HEL
1R EATI AR RIR TR B4, EARPAT A, MfmHLE Android 4 #44, MR B EATANBHAK S 4k
SCE . RAEATES 947 (anti-runtime analysis) 3 R8T RIEAT B ATAT A, AR P 5 I L 4 6448 B L 5T R
PA, RIE A TER SR A. B AT, ARAR R M AT HAMIBF BT M 7 %, k& T
S B AT AT AR A4 AR IR, KA E T IG5 & 5 AT IR fie, Afo R ILEAT IS AT R 49 JRIE. fRaX R o7
R iR E A, AR SR et BT AR R, 1 L Sk A REGIEATI O AR @I R R Z . Ak,
FEFER—AAT BRBEIRIES) 89 % %7 4848 Android BUEAT 447 7 ik Alntel-Agent, % 77 i #| ] % AR
A EH 402 %, A Root. Hook. XK. EIIRIE. HEHGX 5 KB T AT AR G448 b & 3k &35 s st 47
RESHM, B, 75 HeALH T AR Android BB AT 5 AT1E 4. Alntel-Agent i8 13 % S AR AR AE 2 694K 1, =i —
AN LIk P 52 B R R BT SR AR S ) A e iU 6 5 vk, ST R IR AR AR R RAARRR S AR S S AT R AT L
REGHFAE L TL, T IR & RAB AT AT R4 R T I X & 4038 £ 09 3645 R & 9, Alntel-Agent /£ Android %%
k%) 88.5% tH AR LS 93.9% 498 @ &, XN IRE L& A RAEHE S THEA M, £ T 21 /£ Android RAEATAF 2
i o 6y 2t

K HE17): Android FUEATES 94T, KB Z A, %4 Ik 2 4, SR 4T; B %4

hE %523 TP309

s RS G ROR, HKi TR, YEIRER, TREAR, MRAR, L, HRE. BUPME IRIKEN 1 2 Be Ak Android SOZAT R BT . K
=R http://www.jos.org.cn/1000-9825/7726.htm
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Abstract: The openness and fragmentation of the Android ecosystem expose it to continuously evolving and increasingly complex security

threats. An increasing number of malicious attackers use runtime analysis techniques to probe application logic and tamper with execution
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flows, thus bypassing Android security measures and increasing the persistence and impact of malicious activities. Anti-runtime analysis
technology detects runtime analysis activities, enabling users and developers to identify such activities promptly and take protective
measures, thus safeguarding application integrity and data security. Currently, various anti-runtime analysis methods based on static
databases have been proposed. These methods collect threat intelligence on the characteristics of known runtime analysis techniques and
match information extracted from devices against this intelligence to detect traces of runtime analysis techniques. However, these methods
suffer from “knowledge lag” and provide insufficient analytical depth and result interpretability, making them increasingly ineffective
against rapidly evolving runtime analysis techniques. To address these issues, this study proposes and implements Alntel-Agent, a threat
intelligence-driven multi-agent Android anti-runtime analysis method. The proposed method uses agent technology to build a dynamic
knowledge base. Device fingerprints are then analyzed in depth based on the characteristics of five categories of runtime analysis
techniques, including rooting, hooking, debugging, virtual environments, and tampering, thus enabling Android anti-runtime analysis tasks
to be completed in an automated and intelligent manner. Through the design of an agent collaboration framework, Alntel-Agent proposes a
method for constructing a dynamic knowledge base by obtaining threat intelligence from the Internet in real time and develops an iterative
reasoning mechanism that associates device fingerprints with the characteristics of runtime analysis techniques to generate anti-runtime
analysis reports for devices. Experimental results based on a dataset of real devices show that Alntel-Agent achieves a precision of 88.5%
and a recall of 93.9% on Android devices. Its risk reports contain sufficient evidence and are interpretable, demonstrating its effectiveness
in Android anti-runtime analysis.

Key words: Android anti-runtime analysis; large language model (LLM); multi-agent system; software analysis; mobile security

Android R4 HIF R RGN, SRR G TFHLT % &85 £ SHAL ARYE StatCounter 32 4L Gu 145
¥, % 2025 4 10 A, Android #1E REGLE A BREE B AR RGirh G 72.55% MMz i, X ROFBUN A S R 5
WAF Android RGBT E E B AR, IEFEK, £15%) Android “F & B H RS 2 Em k&R, HFBRHEE M
R ), SR ik T AR RS AT I WP BOAR, sl 2 Hook. 843k K Wil 0 M 7 s geid 2 4= g, it &
W HIB AT RS (dnE 4k RiL N AF (read only memory, ROM). &k Root. HEFUAL 25 4%) SRAEEAG I, AT 53 B
R AZ 0 R S AR AL, SEPUB R A il 553 SR SRR IR RIAT A, T 4t i MR 25 5 2508 22 4=, B
FFRH 2 K IRIBATIS 4 BT (anti-runtime analysis) $AE A G4 R1R = R 8 i 3% e Lk o 22 2 B 1), ddd
B SOSATI AT HOR, JF R T LR I 4 EAAE RIS AT IS 0 AT RO IR T, 2 i SRR 47 4 i, e iz 0008 %R
M5 5 T R B U KRS, SR, A8 AT B 23 BT 43 AR AE S 77 255 B 1 77 T P R R A A ) SR8 AT I A BT R R ik
HME LR PRI, o] SRR WIS AT I 20 T HOR 1 i, SEBL AT SE ) SIg AT 7047, FrBE Android A5 %4, AN
AR AR iR R PR 1) R

Android JIZAT I /38T B TE@E 70 4T A Android &4 HR BRI HE SURFE 53847 I8 20 BT R R 1 BB E iR, 1253
AT & S AFLERT Root. Hook. i (debugging). FEHIIABE (virtual environment). BL§ (tampering) Z5I1E 1T} 43
M AR B, et i P 55 o B M B SR il 485 it , B3 S 48 UK. H AT Android AT 4 H7 A 3 7 6 T
AR S AT U1 Ix 205 i i i CL RIS AT I AT R AR BB IR, BN BRI Se R . RBE TR 84T
TESE(E B, M — AN FRAS AR, (58 SRl UUAC 1) 77 20K Android &R EUE B 5 A11HR BE h 424 IR RRE 147 IT
Bic, TR & & EAFTE AT I A T A

SRT, B AT Android SIZATHS AT A VEAFTE PGP 1) 5 A8 R0 2 [ A B i J5 1) . TR R0 iR e B
WL S BURRIE, A 487 VR M 2obE 25 5835 R B . 1 1 o e B IR AR B - RIS AT I e b TR, 4R — AN A R AT
S BB AR BRI AN T RE. 2) TR FE S AT AR A . BT A B SRS AT I 3 i LA 3 AR A O R LT
(7732, P 5E IR SURMIE S5 2 AN R EE vh A0 138 AT I 20 A L RRRE AT VT IE, e 3 e i ef /b A 1) Dy 3
BV AT H3RE . [R]IF, 5T 6 B 3R] 1) DT FC AE LU 32 F SURRIE IO TR J2 15 U5 8., VRSt 5e B M B H e (1Y), ik o
SRR G0 5 1 M DA SEILRR AE B RS AT I 43 AT TAE.

ARk, AL BREMR (Al agent) BRI H LR FI-TT T4 KE S A (large language model, LLM) F2 F7E £k
ATUAT 45 1 AR 11, 8 R AR R 6 5 JF U 2628 B, HL L4 B0 IE O SCRRARRE 0. 385t 448 2R, B Btk mT L3R
SR 26 o () B T IR 4, T ) S — A 2R B R BN A R R B, 1R SCERAR BE 05 R RE AR BE VU B IR SUB I
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X, FUESE ST B S B I W, 3% A A% 4t 77 1k (R R B o SRR (R T BB (2, B AT T8 BB H R 1 Android
SIBAT I A3 A S G PR BBk AR 1) 4 TR AR 3T IR, ROSAT I 40 WA 55 73 B A T IS AT I 43 S BoR 0K
FEHEELELAL, B0 BRI P45 30 2R A D1 AN 2 LLAA HH 78 15 A SRia AT I A R 1y 25 3, 50 i DAY &5 ST 50AIE . o]
E R AR 0 AT B, o JoiE 5 A 3K R N S ML AR, 2 — DO BhER. 2) 5] S8 Ae ik B 7
HTR, HEATHERR. TEPAT ROSAT I S AT AT 25 1), 25 e A e DL B A i SUIR 28 PR RS IR, T2 A 0N 43 B i SR e o 4
L IBAT B BT B AR AL FIUEYR. 204] 51 5530 e tA B IR AR S AT /- H R 5 1e SURZE R R, 34T 2 B IE W10
HERE, B 2845 A NS IR AR S 2 — A s U7,

R, A SCHE H 2T b I R OK Bh 1 2 B AE 4R Android RIZ 1T 4) #7177 % Alntel-Agent (Android intelligent
risk evaluation multi-agent system). Alntel-Agent {8 F 2 2G84k R G, SEHFIRINM 45 s @47 B 5 A1 AH ¢ 1) B 1% 4%,
M Root. Hook. i, MEFLIFEE. UK 5 KIEATH B AR FRFE H KX Android W& f8 SUHAT 73 M, KN
WA AT BEAEAE IS AT I TR, Alntel-Agent Wit T 4 /NS RIFE GeAR LARGiME 7O IR ERHRAR: 41X iR R E
LR AT RPk AR, BT LR 7 5 KU AR AR &R R UME, 44 Android Ve X FISS AT I 3 W BB v A T B —
R ZRRY, ARHE T RILE X 45 14 D b USCEE JB ol IR R s & D 2 M A ) JRUBSE B 285, T A 2 — A B 7 BBl 1 R i iR
JEE. JE L X 4% SR SR I BT 15 4R, Alntel-Agent A6 SCHBAR P 1 i 4 R 2R TR IS I )8 T R RE AR EEAR
MV AR B BRAR, 48 SURS 2 T 51 I8 IS DG PR, SR AT R AR AL, 18I 4 R b AR AR, AT Bt & 4
FREUA RN LA, K e S0 B B S IR R BN AS TR P ) R AR 2 DR B, 45 HH— 18 B ™ % 1 RIS AT I 73 A
. R BRI, Alntel-Agent REWS L IR IR MR A HREUH) & X, B A B BN KBS RHIE, R h4h i
ERIG I IR PR BE, AT ORIE /3BT BIUR B 5 25 A AT AR M. A Re AP TR DA SR SRR R LR I TR B S A RV A, O
RER IO S5, o 25 BRI (B 1) 45 SR 2 15 2 75 oK, BN AS T AR 7 1), 3@ A [R) 8 RE A& 1) HME, Alntel-Agent 7]
DA FH P 8% ST B R B B B A 41, X 1% TR GUHEAT 0 BT SHERE, B Ralic . 20 BRI 4l ke ok, AR H a8 47 I 4y
TR IAETE, S AHERHL 58 % Android RIZAT I 434 TAE.

H TSI 1E Y, Alntel-Agent 75N LA A B A2 MBS Android B4 B4 73 AL B 97.7% H1 88.5% K
FEHZE, 100% FH 93.9% B EIZE, FoR 1% 7 AR TEiP S F1R PE T st R A7) B % v SOIZ AT I 20 A A R 77 . adod x
ELASA LLM X Alntel-Agent PEBERIFZM, FATHIIN T GPT-40 55 Claude-sonnet-4 J&& 1% H At 1 Alntel-Agent [/
BATI WIS B AR AR, SRR 4 IR TR, 28 8RR G LU REARTERE B8 L3R T T 17.2%, AR L3RI T
18.3%, VFH 2 & B Ak R SAEIAT Android SUBATIN 73 HTAE 45 A R, RGH &2 R4 Alntel-Agent )%
P PERE = HEARRAE .

SVRTI &, RSO EZ DTk .

o HE R T B IR B 1Y) 2 4 AR A& Android SOZATES 4317710 Alntel-Agent, SIEE R HR 0 £ o 1 jgl 175 412,
M Root. Hook. iR MM, X 5 ANH AT & TS0 ST S TR IR, B 28R %4t Android
FASATI AT AR S BT IR FE S AT AR RS JE R R,

o L BEIE RS, Wi B R AE 0 RESS . Shasthil TAE, BUMT 7R 52 A2 it Rl 48 5 TARRAR
JEFF, IRV R A 2 0 M I 26 48 2 B M i FR A B BN A RN R B, FRBURS 73 A1 BLIRBE A T i A FR 80, SRR 37
HRk %, A R 5E K Android SIEAT B 3 AT AT 55

o FET N T H i AR BN Sk £ B 4 1S5, IERH Alntel-Agent /£ Android SO ATH 9 HTAE % L HIA 2%k,
XTECAE AN A LLM $ATAE 55 IV RE, 2 B Refd 2R GuAH L S Re AR M 25 G PR RS T 24.1%.

o fEHIAIT Z B EeMk R Gt B E AT WS R BB FREE, URE 5T 1R &8 BUEAT RS ATH 2 BT 5 1,
AEf8 Rk Android B I AT I 434 SR S A AR SR L S RE. AR R IETTIRAE GitHub H1, AT 7E https://github.
com/liyao-1-y/Alntel-Agent 3RHX.

ASCE 1 A8 Android W45 SISAT IS 73 4T BIAH G 7L, 28 2 /40 Android W& TR SUF Agent AHCHEA &N
W3 A4 Alntel-Agent SR BTHS STILAETS. 26 4 WA LITE. WHETRIR S S R . 5 5 IR


https://github.com/liyao-l-y/AIntel-Agent
https://github.com/liyao-l-y/AIntel-Agent
https://github.com/liyao-l-y/AIntel-Agent
https://github.com/liyao-l-y/AIntel-Agent
https://github.com/liyao-l-y/AIntel-Agent
https://github.com/liyao-l-y/AIntel-Agent
https://github.com/liyao-l-y/AIntel-Agent
https://github.com/liyao-l-y/AIntel-Agent
https://github.com/liyao-l-y/AIntel-Agent

4 BB oo e b g e

Alntel-Agent [11J5 FRYERUA &7 ). 55 6 XA TARBEAT K 45
1 #8xIME

b5 7 3 TR 3 &, Android #:{E R4 O I8 &R Ge FHL T 1 3 S AL, SATHI, Android UM AEZS
R AT LA R Bk (91 B H AR JEAESR, £1%F Android W4 AR5 H 25 B 2%, AUAE 2022 4F, wi
I 348 J3 AN R R A IR B, #1536 Android B2 BT TE 2020-2023 4RI T 312%™, R (3 1
FISAT IS 73 BT iR 5 Mok 5 458 FH B8 AT I 20 b L EAERT 0 R AN Wk AR, 3 Fh 3 2848 1) BUM T 35 0 4% 48 1Y) [ AT
BEHT T ESR T PR BRAR. 4 ok, TRATEIBACE MR Android RASAT I 23 #7772, G EET LLM 5 Agent
FORBIAR IR AR, LUB R N SCHI % .
1.1 Android RiZ{TRI 347

TR FF KA T ORI B FARTE 5 HHR =R, 12 0% BN T B B 547 Rk 22 4w ik, N # A
HRAE SR T IEZBZATI 047, Il o PATAT AR AR 7 2R R . R — N, oA ANEZA M
[EAT TIRE. OF LR, 84T /i LHEIR S S AE AT I AR B N W] 48 N P J e 1) JR 728

51411, Apostolopoulos %5 A "7E Windows PR3 T I FI P4 A7 B WS BOAR, 5 i 4% o (1 SR GG T2 FE e s B 124 N
XTRREIA, JEiE I EE RS AT A AE N A5 IR AR B AR 18] 1 22 e Al Hook JRIZE. IX ZRAH 78 3 W, 73 # LA 51 N BJ4RRY
B, WAESESC S AT IR SR, A% B 3t mT R Bl g LR TR 230 28 1 3 AR (R 8 TR R BT A 2 10T &, T
3k Android ¥ 5t T IRIZATHS 43 BT 88 J1 0 SE B0 5 R 31 1) 8. 7E Android 35t T, M GHTF AT 2 AL T4p B 2R AU 3R
B, Hong %5 N UVl HL B 7 AN B AT IR B b AT BUZE 22 57, 58 00 80UAT o B R 1 A S LB R &4
AR, T 1 590 7 PR A PR 5 40 59 2 48 . Kondracki 25 A U BUE TG IC3% . BAASCIER . RGEH B SR BIRE,
FEFI F BE DR AR B X 43 BCS R 86 5 MU IR B, 78 003 B N 2 AR AE SRR A S R 4 AR 00 32, B 3 ke
FUB R B B P, 3 #ONEME Android M BB IR ML T EE S (HIFREE RS R EY
R & TSAFETE Hook WA, BL ok Bl A AT I 2 A IRURS: . T 25 907 PR A DG ARl o e U o 8 S 1 B A . AL A
R4 JEMEEL Root JRITE, JHIWT 5% 4 /& 51 Root BUR 75 2235 T oA TR U0 S 05 vk Su s oA B 3%, @ # o
FETE SO 58 203 8z b, HA A A8 0 S AN A TR, DR 0 775 BA 5% 00 SR i i) .

1M Android % & PRI AT 1 A S iF 72 P — 20 3R A, 72 4% Android JR855 F, 640 b 7 & U E A
SRR B ML B [FRE R A oy @ APK & M HEAT AT B T T . BRI, b SR ek A — Fh B
i FE AR Android PR N IS AT I AT IR IR TG S, RIS B T R (AR v
1.2 LLM 0 agent ER2EFHHINA

KIEEHAY (LLM) B I, J9ff oo T #0285 AR I SIS AT I 438 5 kb ) i) RS SR 1B AT . 26 LLM
SR B AR HERE A R T B A BE ), LALLM ARG RO REAE (agent) FEB it N4 18 2% U205 AR BN ik,
PR AR S S TR T T HR 2 M R R B R, X B G H b, BRELI 22 &0 N AT B, JF B 7E—
SRS 5T A3 B R 2R L AR, AW ST RIREE R 7K 5 — LLM agent LR 5 2% LIV AU BT TG (40
BN e, A 5N R 2R AN RE AR (S B AT SR, LLM A0{aT A ORI ARG 2 P9 2t — A s U020, 3
R, FEPAT W1 Android SUSAT I 73 WX KW K2 PR K KB I B TS, S — BRI A ERE 71 LI R IR
P, Xing 2 A\ PYRRT T R G bEHIIE 5 — LLM agent 7EFEAR . B, IREMREIX 4 M0 R8T IR L. VR
PLIX SR E, T TE A 22 8 B AR R G0N agent WL TTRIPMENESE, Shao %5 N UHI A T 2 00 $2 1 (1 B 1 A5
X, 51 FZ A agent WASIF A1 BEXS T BT IR IR TUANE BAE4E. Tang S5 N il 245 F agent B AHAT 4R
T B BT & TAE. Hu 28 A U558 Planner. Coordinator 1 Worker iX 3 N2, Mg £ 4 agent 2H A UME
HBA SR 58 AT 55

fE Android %475 1, AgentDroid" i3t 8 A 11 SR AT 45 1O R BRI S B, @i 1 ANE Reksh A 4
BCAESS, 6 M5l B Re A AL 8 S F ) 2 BEES HOH, dEA7 B A B MR A SR BR S0 A, i 1 AN RB AR EAT T 3R, S Bl xt



ARG 5 BRAMEARIE 3h 49 % 48 B4k Android RAEAT BT 947 77 ik 5

Android A RVEAT AR, LiveSCAP it it 8 BE AR HME, ML SEEUREAE, JHTE M4 IS = 5 FE (5 .,
It i 06 T 2R 45 SR RO TT SR, IR S S RS N R IE R &, SEIUN Android B B4 HT. 32 UL TAERI
R, BRI T 28 e MER Android SIS AT 7347777 Alntel-Agent, ¥4 5 24/ Android I AT 73 HT L5
SR, FEOT TR A BATR . RE BN AN B A T [ TE A, SRR B AR B SR B A S ECAT 55, Bl BT AR
R AR ER 51 Root. Hook. I LIRS, BLokix 5 A7 TYRAE Android 1847 I3 ST HAR I BUEM B R,
FREUARE A3 T 52 1 5 43 T 2 FR 4L, 1 7 RIS 5 RS 40AE S G, B 48 58 OB B AT I 43 BTAT 55

2 EahEmR

2.1 Android & &L

Android W& SURTE— R I RIR W & R RHE M E A . B AR — B3R, Rl RE R &1L T
I 2 e 1 I 2 41 TR, SR B W BUR 4R &

WA TGCCRE I DU AL 3 M2 P2 () i 5 R4 EEE: 1 CPU S, WHEKN., FE
R SRLRBE REEM S, URRGRA . WA @ES . WG BERAERR T RN,
Q) BAEMNARGE: mk&MNAIER. REUEBAHIER. e RESCHSEIRRESSE; Q) REEITNERFR: W
WRENH R RERN. BT USB WECIRE . &5 4 TSRS, W& 80 RN RIS 5 IR TVE
AU IZ O EARE, FARA B BI7E T AR & BB AT IS, AN 5 SR e SR SR LR 405,

2.2 Android BITR S HTEA

Android IZ21TH} 7347 (runtime analysis) $ A Z 48 3 218 R B A5 B A BUCR &S T R LU T 8has i AR
TR R BT ] TR — R 1 SRR R T 5 Mok 35 ) I 2 il 6 55 B0 & 22 4 5 0 Ar I ) S BT B I
HH BT RN IE RN S | R 25, (51805 8% . Hook $iABE Root I35 87 AR T (1445 A 5 4001 1) i e 28, A T 48
s ) A I A S AT B A S, SRR e IE AT I o AT B AR B FL ST, T T W] S SIS AT I A 3R
g B HEE XL

Android V& _EREEITI M AR AT LA LA T 5 R M — 2 Root, Zridi & FI I R 4uls I 2k f#4 BootLoader
KRN Root AR, ARSI R Ghl FiE B, — & Hook, B ii# 5Bl Xposed. Frida %F Hook HE4E, A3 FH1E UM
F B & 450 h Sk 7 vE R EME, 1R 23RS R I &R 8UE B SE IR VE; =R AKX (debugging), Budi i@
WA AR AN B 7500 ) T B BR G ) SR B AT I AR REAT 0 A, B S e A b AR T B T B DR R L ER
(virtual environment), £ PC Bk %525 112171 Android B8 L = FHL, EAIFE A2 AR S0, 58 B 1K) Android
BRBE, A DARRAR A AR il i B L Al B 4%, WA T 2R BOK 5 F AT B 3l i 4s; o2 2 (tam-
pering), Bt 38 B ok R FH ) S8 A NS /58 VR, 38 I 525 42 B A AT SRR 22 26 1 U7 ke FL P 26 i R R L X e iE
TR T E AR SEO R . B RE, B DA AR B, A5 ES5shE N Eam k. AR Hm
Alntel-Agent MIX 5 ANJ7 TR & AR SUSAT IS 70 B3R BRI EAT 7347

JIZATHS 43 0T (anti-runtime analysis) $ A, BVE A B & T8 SC P AE/E /) Root. Hook. IR, EIIIMET. &
HUIX 5 SIS AT I A BT B AR 8 B BRI, IR R AR ALE RS AT AT B R, TS 7 5 55 K B S B RS
FER B8 e, BEAE 5 22 % BAT AL
2.3 ZEREERE

KB F R FE 4R (LLM agent) J& L LLM A% G, I3 MK (planning). 812 (memory) F1 T A (tool
use) SR D BRI E FIFE L, SE B ARSI E £ RS LLM agent 0555 75 K B AR BN TTHAT THES, i
R ZE G5, APL 44N T B R REUSE S BEHATR B4, W ZAE LLM [ & #1R R BR L.

LB R R4 (multi-agent system) AT IRFESE 44 ShAAE kI 5 i — B AR A8 ) R BR PUmT e A= . £
BRMAERGHIZ O BERE —DNERNES DA RIVE 5 TRATHTAES, HEs 2 ME. §8J) 5xb
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(Y] agent P A 52 . 38 I MBS ITPMERESE, 7T LALEAS [ agent EAT 22 T, BRI 1 O 55 X6 &5 BLdEAT P4,
T 53 15 SR SR RO, 1 38 I A W A 25 R P 0 b 9 5 0 7 PO, FE 441 agent (R BIMETRAR I, 38 % K A 325
TAEG 75 3. B2 TAER AVE agent HRAEAT 55 PAT 12 A (10 S I S USRI 38 038, S A Hobi )L 17 % R0 303 i
FAT S5 . XA AV R BRGNS R 3% SO T TROABE 4% B T RAT 45 U102 SE et 22 B R A B T SR A 22 5
A TAER, AMLBEERIL LLM 55 5E B8 77, 36 838 I 25 Ak UMERARFH AN R 1 Fas PERI B R . 32008 R, AR SC
Wit T Alntel-Agent, & 44 1) Android SIEAT I HTAT55 50 A B 2 AN 1T R4, 38 e A2 1/ 1 PR 52 iR
BB RERLE AT BN A AR VRIS R BE 1S, $2 T+ B0 43 AT (00 % 3 R s 1
2.4 WEBL

AT T H BTE4T Android 3847 I 43 #r i 3 B4 I 1) Root A1 Hook HEZE (411 LSPosed™™ . APatch™#1l
KernelSUP") 7£ GitHub - 5842 LSPosed T H 8 MRA & A7 T 2021 4E 2 A 2 H, #Z 12 1E 489, LSPosed
FERAT T 39 ANAR, B A 35 5T JE A 25 K, e T E IR AT 1248 P34 10 K7 —ANBikiAR. APatch [¥)
EANIFRAT 2023 4E 12 A 31 HRAG, B KA T 43 ANA. APatch 7210 H WIHEH 1K) 2024 4E55 1 =%, JLF
FERHFAT HRRAS, BRI RIS IRZ. BARKE APatch 9T 215 3 & 14 12 K. KernelSU )8 A 1E 2R A & #i
2023 451 A 28 H, M 2023 FHIZ AL KA 38 ANRAS. KernelSU KA =il R 7E 2023 4F L4, M T35
HRAGL) 3 MRAS. 58 BN A o JL 10, KernelSU P340 58 37 & 301 0y 20 K. X S $ 45 i th 2% 1, Moehs TR &
H 1F ARG o AT R SO SRR . A — YRS 37 # TT R R R T A G038 2 1 R 28— B i R [ 1 1 2R 4
T o 350 537 ) SN A 96 ) 0ot T s, R 0 S5 7 3z Akt 0 38 6 A i 4 R S8 1 B4

ok, ok TR %A RO UKL — £, 58 ™I F PR AE T i 28 T BB B R AL X, 31X 2 S EUR M iRl 5
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TIE A O ) SR R 1, R LA A0 A T AT 1 90 0 S5, SR 224 N T 0 00 e LA e P T 355

BEAL, SR IE 47 B 4 B ARSI i 7t T i R Pk . FRATI A8 A A PR 5 A PR B A I T 1
BEAT SEBRASI, R ILERA (1) Root T HLAUE I HAlii it F & 6044 . BEHLIGHERE 4 5505 30, B el B0 K T 245
L P JRUR: 2 2t B S R . AP R A I T B Momo ™ g f9l, FRA 176 48 B Magisk #E4T Root 4% k4Tl
W, EATF SR AR B 7 SRS R, HonT AR 25 ) BootLoader g%, A5 WIE] su div4~. Kl F] Magisk 1,44 4543
2, FUWT 4 A7 AE . 24T S BE LA 4 S (1 B 7 20, Momo (X BE KT Hi BootLoader 81 IX —15
B, B8 AUt PR B AFTE T SR, ToikAaill 3 Root T H HIAFAE.

SR e 3 A8 FH G R BB, ARSI — D TR P R 25 18 4T I A8 BSOR IE,, 30K 6 4% 5 1) PRSI T 2L L F- 2%
R, B AR R BN R #E . USB Y50 2 MG X [FIREZR B, A 7 vt T T J3E Bk i %o itk SR e ke =
AR IZ AR5 B FL A

3 Alntel-Agent j5;51% it

NN — RS EE 2 . RIS R RUE S5 T IR R L, ASCUT RSBl T — AT B AR XS (1 2
fEA Android B [ISATIN 73177 ii——Alntel-Agent. 1% 77 V5 %0 B AR K BRI SIS AT I 23 WAL 55 3h & 7y
fEy— RS AN BE IAMA TR REASAT I AR BN UMETRE 1 — M9 ™ 1 & BE R 1 2
BATG MR HESBE, Il — DB BT S PR HEEAL IR RSN, BN S Z A1 DA At il
RREN A UL AR, W&l 1 PR, Alntel-Agent LU BEAR BN 53 D9 b, 50— 1 BESHR SRR L R NN P iF
SATURAE 3 R0 I F B RE AR ) TAF, &5l — WP ATRRE Y SIS AT I 2 M oty

o BREIRINM 01 TSRS BB AR . 0. R DL RO A S RS S YR,

o ST TR B3 S STREIEAT I O BT B RSN e (o BAR L ZR T 17, 3T — 6 U TR R v,



ARG 5 BRAMEARIE 3h 49 % 48 B4k Android RAEAT BT 947 77 ik 7

o RS HITAKIZR 1 T STIRIE L R I RIPAT 2R . 4 RSG5 SR, M@ sl /iR .
o FREUAIS /0T 03 F SO LA TR S0 S B TROEAT IR B IF SCIK, IRV AE RS AT I 73T BOR.
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O opBg BT 5T | el R RIEATI
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AR EqTe] R b 2%
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Ay etk B AHER AT AT o X PEAER RBEARE AT :
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A | Pix st
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K1 Alntel-Agent J77%5% 3t

T AR A TR BURIR FF HEAT IR (R Dk ke, BATTBETE 1 B E T 03 5 XS R 2R B, T AR A R e A
PR G A5 S SRR SR A — R 2T R, RIESE 2R A A T 5 8 AR A 2R ] DI 4 ST SRR 0T £
o, S XU AR RS, b B RE A DI IR 3 AT B UE FS A BN AR SR P . b T RE AR B L b R R 5 B HR EUR
R I3 i, A SCBTE T HREURARL 28T 5, B R S5 A B A AR BRI B & IR SUR PRI R IR 5 2 3L, LB 42 Rk
B, R 3 T A B R 6 TR S0 A7 IR BICELAR 3o 5% 10 12, K B TR 7 R AIE 5 XA B8 AR SRR, A 2
UESEHE, (R B AR S )M G SRAEAT PPN S, 45 B RS AT I T IS 5 R MR A B R AN [, Alntel-
Agent FIPMERL R SIS IERIA. PR 53 RO AR AT 55 $AT 1 R o A SR S 458 8 G M R A et . SRR
REAA, AT 2 35 3 T BEAS 70 W TR PR B8 M ek AT v i 2.

3.1 BEEANIAR

BRI 2 Alntel-Agent (4% 0, EAEIEPAT RAAES, M2 B — B H T3 — KB KI5
FHLHR FR IR Alntel-Agent (B TARGURE. XML T 7 TARRAE PR $ATH B RAZIERES. 1
SRR, B BRI B2 S PP AT AR S SE B O . kR BRGS0 45 B DL S i AR B SE ) H AR, TR
B IATBIERNG. B B DR R RO ATIN ST AR S5 IR R IR . FREUM T I H S AT
255, N LARFRR SR BE B A 77 17 S B 3RF, B REAR I 52T 1 Alntel-Agent S R HIURIANf 52 14 f g
73, 2L BB B RN ERBA, A D3 ARS8 BE SRS, ) 00 SEH R ) — S U IS ISR, TR T BAN 2
BRI RGBS N — DRI BAE, @R A 2% H bRt

FEAL S5 HIIAG B B, B RE VR VR 03 75 20K Android I8 47 I 20 W SR Fe Ay BAR IO SR . e i 1825 1 72
Fe T H AR 2 TR A TR AL, LR Z SRR I B . R, FR AR — Oy W A R BN AN B AT
T AR R FAA T BOR B, A H A2 4 BV T R B3, IR HE R §E 70 (645 U B3 RE S K ) J=
F AR EE AL AT TR 55 RAE B 5 0 B 2 (v R, il 0% 22 8 A 5L 8 e AP AT BRI AR 55 Wil 3O
PPA LMl 8 R Ak [ ) 45 SR SR SRl 2 T, IOV HE N R — B BE el % b AR 55, fn SR A5 AN 2 T (U b 2
FRRIEATIE . AR ANTE ), PR 2 2 45 R, R BT B BT HE N R B, BUR Bl —
R IEAEIR. 9B 1L TE RGN, A SCN 25 0 BRI R IR BB B T BIE (BRAN 5). Sl i X A &5 /AL O 7 3F, 1
1 53 BE S o AU 2 SR AT AR Dl 52 4% 10 R R AR AR UL, J5 S 2 JRR T R B AR T 10 R ) G B ). I
i, SR AL 1R S (context) A FEASRIR (few-shot example) SR 515 W A 147y, #i TR L e 0% 1E 1 Hb S 2 A0 4
BEAESS.

32 EFLLM KL EEE

N T WA TR R AE M AL AT SE M 58 AT 55, BATTR AR K (persona pattern) 1720 1%

(step-by-step thinking) 27~ TR 5k L AANE BE AR AT A #0 dl—ARSHAIG . ML I3 iR 3R 3, $ 7 i 5



8 BB oo e b g e

X7 HSE Hbrs S 22 i g o 2Ll B Be AR & BaWSORT RE AR PR 53 20 BCFRAE 55, $AT 58 a5
REPNR G 4 REAT A%, A SR CGRRERE . TR PR A 255, IARYE O 5 B4k 8T

/Input: )

Role & Goal

You are an expert-level Agent Coordinator for Android security analysis. Your goal is to orchestrate a team of specialized agents to analyze a given
device fingerprint report and produce a comprehensive risk assessment.
Context: System Background Knowledge

You have access to the following established knowledge about Android device risks:...
Core Mechanism: Thought-Action-Reflection Cycle

To solve the task, you must follow a structured approach with interleaving Thought, Action, and Reflection steps.

1. Thought: Reason about the current state and determine the next action. Your reasoning should be concise and goal-oriented.

2. Action: Invoke one of the specialized agents to perform a task. Use the following syntax:...

3. Reflection: Evaluate the output from the agent. Decide if the goal is met or if another cycle is needed. Summarize your findings and learnings.
Few-shot Example (Updated to reflect the new logic)
Task: Analyze fingerprints for a device.
LOOP:

Thought: 1. Initial Goal 2. Prerequisite Check 3. Sub-Goal 4. Reasoning on Input Categories 5. Action Plan

Action: Planner(categories=[“Emulator Indicators”, “Cloud Phone Fingerprinting”, “Privilege Escalation (Rooting)”, “Dynamic Injection
(Hooking)”, “Automation Frameworks™])

Reflection: The Planner returned a detailed search plan. Next, I will use this plan to retrieve knowledge.

Final Answer: [The final risk report generated by the Analyst ]
Current Task

Input: {device fingerprint json}

Your turn. Start with “Thought”.

HES5ER

R — 4% K ) Android % A Mt 5. ARG B AR YR — B LRIBN, A Hres @ I & TR 8RS, FFER A5 AT (0 KUK P4 -
BRANR: ASL AR

PRI 9T Android £ KU LR RS AR .
BBl 4780 SEIE IR

N IFPATSs, ARBIGEARAE R 7, BT B AT DR .

1B HEFMADIRS IR E T —5 T80 ORIGHEELS 1 82 B A B ks T o

2. 4780 AL AREHATITS . FHUTFEE: ...

3R PAARILAEE . BOE HARR SIAR, BE R W2 S — M. BRI RIS .

g

f£55: AT B IITEEL.

(A
B LyBaER 2 0HRRE 3. THEHE 4 MARREEE S ATEhiR
1780 HERFE CRA=[“Di HETEhR, “ = FHIRSCRTI, R GBAR)”, “BhTEN F3T)”, “HBILAESL])
S8 HRIER T AR R TR TR, BRI R R.

BT, AT R S R AR ]

LR
N {(ERFEL json}
\ BT IREATSN, DI, )

K2 BREMA O RS S iA]

321  BUBHI AR R

B REARTEFF I 4 P 5% E AT (5 S R TG FAZ O PR R S R B AR S 8RR T, B L e ik B AR
i “Hook™Root” 55 Fe iz M HHTH &, 2R Bl KB LR BUL IS &, vk, ARSCEE T Bb ot 50 2, 85 Se 3
R T4 2 0 7 2 % I 288 48 2 00 A T . B PMITT 9 K1) 63 47 4 W U8 3 4 368 090 BB M A A S — R T AT . AT
£ Do) 285 P AR TR A A TR B F TR R S AN IB AT B BT AR I R S AT R AR, AR B B
FE X FL AT IR BE AT, DASA R 5 S i TR 9 77 3%, A8 e — A ST AR R DGR JE . S I X TR, JE AR R
A DR 5 SR 25 BB 81, AT v s b s BT 55, P I S U SR B ) B AR g 0,

Alntel-Agent FZE B ERN Root. Hook. M. MMIAEE, Boix 5 M EAMIBITI ARG R, &
REAR N 524G SR BB 45 BV B F0RI 5L 038 1 R, BB F 70 0K A 2 A IX BB Ok, HEER 5 AN R 1
RIS EER]. B inxT-<Hook™, & g fA& £ ¥ Y “Frida Android 14 Hook bypass”™2 5 AN i), X b 56417 7]
PL5| 5 J5 S8 Be ot 2 AR R AR BT R, T ARERI I ROR 5 B 35 5, iR Be R e 00 Sop 1. Gk
S 2. FoREE R R 3 FioR.



ARG 5 BRAMEARIE 3h 49 % 48 B4k Android RAEAT BT 947 77 ik 9

E B & S8 AEN ]

W il
Android 15 Root exploit, KernelSU Android 14 bypass, Magisk alternative Root methods, Android BootLoader unlock

Root vulnerability, CVE Android privilege escalation Root
Frida Android 14 Hook bypass, LSPosed Xposed framework alternative, Android ART runtime Hooking, IL2CPP Unity
Hook . . : L S .
game Hooking Android, Android native library injection techniques
debugging Play Integrity API bypass, SafetyNet attestation spoofing methods, Android Root detection bypass tools, banking app

security bypass techniques, Google Play Protect disable methods

virtual ~ Android accessibility service automation, Appium mobile automation framework, Android UI testing automation tools,
environment mobile game bot development frameworks, Android device farm automation solutions

Android build.prop editor Root, device fingerprint spoofing tools, Android system property modification, mobile device

tampering emulation detection bypass, Android hardware ID changer tools

qnput:
Role & Goal
You are a “Threat Research Planner” specializing in Android security. Your goal is to create a comprehensive and actionable search plan to gather
intelligence on modern Android attack vectors like Rooting, Hooking.
Input
- categories: A list of high-level technical threat categories provided by the Coordinator.
Instructions
Let’s think step by step.
1. Brainstorm Keywords: For each threat category, brainstorm a diverse set of specific and effective search keywords.Include names of popular tools (e.g.,
Magisk, Frida), techniques (e.g., “SafetyNet bypass™), and relevant vulnerabilities (e.g., “CVE-2023-xxxx Android”).
2. Structure the Plan: Organize these keywords into a structured plan. The plan should guide the next agent (Retriever) to search systematically, ensuring
broad coverage and avoiding redundancy.
3. Prioritize: If possible, suggest a priority for the search topics based on their prevalence and impact.
Output Format
Provide the output as a JSON object, detailed in the appendix.
HBES5ER
mﬂﬁﬁé*ﬁ%%‘& T Android %2 4= 9 BT SRR ARE H AR B2 — A4l EL AT ST AR R R, BAURCERR T DA Android S ] it A5 4
A
Zlegories: EERDNTELAR TN € & N IS SRS

RN —H B E
L SR RCEE R B SRR BT, SRR — 2 2 R AL ) E AR A R 2R OCBEA] . RRAT TR A AR HORAAR SRR -
2. HBUHR: KX SR I R — ML T . T RIBE S T AR AT RS R, R 2 B IR R TTAR
3 MRS WIRFTRE, GRS 2 R i T A R AR A R B E S
HliAgR
FRAE—ANISONM 3K, BT
{ HRIURIL |
ST AUREETE,
SRS R,
“IHER]”: [“Magisk alternative 20247, “KernelSU Android 147, “Android bootloader unlock vulnerability™] },... ]}

B3 BT SRR O3 ) SR R s 1]

322 MERRERKE 5

TEFFUN S M R EE R P AR A B E 2 RERE S, B R EHEE R /T RS 2 5 S A 2518 (1 v
P, AT BRI — I, AR SR T RS RTTERG 2R I, B 2 R IR 4 SRR S N A M A I IR AR 28 5 R BT RE A B
HEATUGE, B ORI 2 () B AS KRR TR P 5. XU S TRUR 2R A 4 T8 <R R BB 1) £, SREUSLR I W 28 508k /=, ik
ATTEVAN AL, N5 SR R AR L AT DL B A F (0 B I 4. e 42Ukl 52 s B0 kR, A A0 R AT
IR, HAZ O RG AE A TI LS SCARAE B, TG FNFEAL 9 G ML B RBSAR S, TE BN AS FIREE . BhASFniR
J2E H B R S A A B ARG A5 SRR, TER IR XSRS, AU RN 2% B3 2t ] L 2 s g B
Android Security Bulletins™'. OWASP Mobile Application Security™ &AL Bl IRH siAl 8, T2 A5 Bokels b4
AR RTS8 45, IF B BRI SO FL AT I6AE, B PR XSRS B SE AT S, MR AR Mk R R G 5, K e
B AL ERRAE SN, AT e 2 TR R AR AT S BT RCR . HoR RNl 4 Fos.

SOSATI i 5 B R IR R ITIAN, KRR RSB RIS 1IC2MEB R R B, b5
P CHEEAT MR, SR B TN A & URL BISE R, IR R 4R, KB AR 2R AT B % <A




10 RAFF AR SR g K o e il

B HAR2 R O 4 74 ? BOLA TR RIR T 2T — DR AR B 25 45 RS R — B 205 1/ 1)
Wr. SRR R AR AT LA SEREAT, R RO I R W R AR IR IR F bR PAT I RE S 45 R85 B 212
th, ELENCAZ B A TR R A o 1 2R TR T A A N A S A [RIOE A 1] IS IZ SRR, XU R 2R 5% AE A% S IR
HEHIAFIAR R, A 2545 TR B B B B A0 R0 TR BE 2% 110 AR AISZ AR 8080 19 0, DT A= B SE AR5 IR AR 45

/Input:

Role & Goal

You are a “Risk Knowledge Retriever”. Your goal is to execute a given search plan, validate the retrieved information, and synthesize it into
structured “Risk Tags” for our knowledge base.
Input

- A search plan object from the Threat Research Planner.
Tools

- search_tool(keyword): Executes a web search.

- get _content(URL): Fetches the content from a URL.
Instructions

Let’s think step by step. For each item in the search plan:

1. Execute Search 2. Validate Sources 3. Synthesize and Structure 4. Aggregate
Output Format

Provide the output as a JSON object, detailed in the appendix.

A5 ER
PRI — 2R AR R E . R B RHATEA E R TR, BRI RBNEE, FEEIIC B NS ML XS R DUEg A
AR

~

LN
ﬁﬁl JBUATT TR 2 2R AR xT 52
I

search_tool(keyword): AT P45 2 .
get_content(URL): AMURLZEHLA 4.
i
LA B . EHE R R AT -
LAUTHER 2. 10IERIE 3. &dF4iie 4108
=
AL — A ISONIE AW, "I
[ { “FR%4F5: “b_android privilege escalation magisk”,
“FRAEAHIR: “HARZE A T 1)) Magisk HEZE(RAEAE. ..,
HRUNNT: “SRAREFEAFAE su Hl ‘magisk’ Z#EHI SO 51 FBUZ1E S LA K Magisk Managerv [ 45,7,
SRR XSG KB,
AU S R R “Magisk$@ i T RootBU P, X SRR BEA RG22 A58,
\__“f5 2 3KIE”: [“https://magisk-manager.com/”, “https://www.xda-developers.com/...” 1},... ] Y,

B4 USRI 2R B2 e B s ia]

RS AR A . AR R GG, S FIRAR R A 2 B S5 SIS AT I 0 BT BRI 2., K ELARIE 5 e v 8L i
RS AREE, W RN IR, 2 2 2 — DR ARZE A5, LLM MR ZR G5 R 3 i KU 2K IR AN H R0,
XTI PR (147 DR 5 20 it AU, [0 28y R A8 20 W 10 B A, e i B A5 JE R

®2 NERE R RG]
b2 e 1k PR E R

tag_name android_privilege escalation

This tag identifies threats related to privilege escalation vulnerabilities in the Android operating system. Such
description vulnerabilities allow attackers to gain unauthorized access to higher privilege levels, potentially compromising
sensitive data or system integrity

Privilege escalation vulnerabilities may exploit flaws in the Android framework, kernel, or third-party
technical details  components. Indicators include unusual system calls, unauthorized modifications to protected files, or
unexpected behavior in privileged processes

suggested risk level Critical

Privilege escalation vulnerabilities are critical as they can be exploited to bypass security mechanisms, gain
reason_for risk level unauthorized access, and potentially control the entire device. This poses severe risks to user data and system
security

information_sources [“https://www.examplel.com”, “https://www.example2.com”]



https://www.example1.com
https://www.example2.com

ARG 5 BRAMEARIE 3h 49 % 48 B4k Android RAEAT BT 947 77 ik 11

323 fRGUARS T R

FRBUANRE 73BT 03 2 f 23 AT B 4 IR AT B 43 AT V1A 10 28 B A 7 5 PR R AU G 5 M AR of e i i 2 & =X ) 20
. Bk, ASCETE T RSO 2T A, I AR SRR R 7 ERARFE 40, A S EBUNE S, AR R FEE
CHEE I, T SRR SRR IS AT I A0 AT P AR R B S, B ORI T BN E R GRS, WLV T
HE IR —ANBAT I M BEAR S 765 78 B A LA L R4, 140 Android 4% Root Ji, B 75 8 su ST R 3F 3K
I Root AR, % SCAFAEIEH B4 FIFAFELE, Rk, A3 su STAFEIATE S Root KUK FFHIEHE.

FRGUAEL 7 BT B R L R A, @ ARkl (5 B3R A HT A BRI S5 & A LS B BOW 1 45 T
SOIEATIRIE 530 BT 2, Ha SUXURE AT 53 35 T 50 25 SRR 6 88 4% 8 ORI S B AT ko M B AR HEAT I S 5T )
BEZE, TOARIE A A B AR SRR, R R R B R R R A IR A SR TR SE N RIS, TR SO 2 AT R
PR AR SR A B B R IEHEAT ORBE, W SE B EIRE; B E, B T 7 EAR, 14 18 SURIE 5 B4k 1) KU b
ZEHEAT AT RE AT, B BE A SR AN AT AT B IE R R AR S B U KR, TR T S At IR 1 B AR 4
B, BRI RS 2 50K BIARAEA AT N RS AETE, AL B IEAR B . S A e — 0 & KU S5 2 I T 4R
R R HE R ) RS AT B A3 BT R S X MR L RATHR A M i 5 2, SRR T B —. JOCIEE S 3501
R, HOGHER R IR I 5 iR,

(Input: h

Role & Goal
You are an expert “Fingerprint-Risk Analyst”. Your goal is to meticulously analyze a device fingerprint report, correlate suspicious findings with a
provided risk knowledge base, and generate a final, evidence-based risk assessment report.
Input
- device_fingerprints: A JSON object containing the device fingerprint data.
- knowledge base: A list of Risk Tag objects from the Retriever.
Instructions
Let’s think step by step to conduct a deep analysis.
1. Initial Scan & Hypothesis 2. Evidence Gathering 3. Correlate & Conclude 4. Summarize Findings

Output Format
Provide the output as a JSON object, detailed in the appendix.
AESHR
PR — AT TRGUR AT VRH) B B2 A7 40 2 A i s AR S i R TTBE AR I S SR LA R AR ARSI, 2R i 4 2 THIESR Y
PR At R 75
2N

device_fingerprints: % ¥ & FELCEHE MISONX %
knowledge _base: K [ K2R #5 ) MU B AR 25 41 2%

&
LEFAT— 2B AT RN ST
LR SRR 2 iEERgE 3 XS4 4 BEERIL
bR
FRAE—NISONIE XA, 7~ an T
{ WA RS SE L “AFTEE R AR,
RS B % TN Magisk HEIRER T Rooth FIR, 12 % 450448 5 HE A R BRRA 4 J T 772 2 Jg M.,
SRS R [ |
“RBSEARZE 4 F7: “b_android_privilege_escalation_magisk”,
SRR AF LR <R,
CSERRUEE [
{“Fr4: “file_exists:/system/bin/su”, “{E”: “true”},
{“$540": “ro.boot.verifiedbootstate”, “{E”: “orange”},
{“9REL: “selinux.status”, “{H”: “Permissive”} ],

CJRRP: RS 5 S INEFE T FEAA R SELinux HRAS LA UL sw i3k il 5 42 [ 1775 & Magisk 3R EURootA FRAEZL 1A 148 7R.” 11} Y,
BIS  FeGUAR T 5L I DG R R 1)

(N

FEPEIAHERL b, 45 SUAR 70 BT SR A BLRE S 15 KU BR800 8, FFHEAT1E 4>, 48 tH— i R S0- KU WU 2. PR3
RN (1) FiR, BB RI39) Reoe > Tro (Trg RUSIRIE), T 2 G0 58 A FR 25 fi .

N
Rscors = Z Vi + MXCpenalty + KXﬂX]I(SPOS + Sconf > 0) (1)

i=1

Horp, 585 1 TR OB I TGS 50 B2, N D9 R b A I T E 48 2 20 v, DR @ DL TIESE (3R 5, 5 R4 W]
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FLARUEWTEAT I S SoRAEAE (WABL su SCPF), Wl 97 o3 Bt B, 5 UIE 408 9 8] 132 KU RFAIE, DU 75 2222
UEARZH & A ATk B IAE. 5 2 BURER AR O I8 IR, M ORI B AR B J& FRAE XS O Cpenay PG INEL
AL, BB EAR DL R RS RS T, BRI L OIS RIS thn] (Pl L BIE. 56 3 TSR,
K JyIR[8] unknown AR (A I HACE; 1 09 unknown AR & 1, 1 9l B uEdE (07550 R 4, i RILEVE T 21T
735 L(X > 0) AFR7R B8, 2 HAUY R 50 Q2O ) IE IS 8P JEUESE I 9 1, TEIRIESE 4 0, 4 unknown IR
A BURFAIE R AE CRC LI T UEAR IR 4 B A3 XU 732

FRSUARE 73T SAEAE AL b RS b AT XU AR R IE I . SCHEUER PR ARaEdm b FIWT . FRFHE BT I 3l
AL, HRURHSIE AU bR 2 L 28 30 A% (IR VP20 J5 ok ik B BIE (140, 3 IR HHEE R, RAFAE unknown J& 1E),
PR HERLAURE IR0k, Al 6 B, 7R3 1 IR R, RGOS 2 Hr SR8 S0 1R 5 3 R AR5 ARk 11, #i113TAH
JS2 K R R B R, TR TR TR R, SRBCHE 25 F O S # R E A R s 3T 25 i, FREUR 2
BT GAR AR 2R G5 SRR S R R A, IS TR S R PR . A 1 RS AR, DAL T R T R
FFIE R AR ST (4R HAR. 228 2 IR ITT4h, S0 M SURBRICIZ IR B 119205 ), fE RIS W 1015 B A
X SRS AR R RS EAT PP 23, TR 4 BUETIHIESE 5 1 T unknown Ji& £ PP 73 B I BIEL, BN 1 RUSE AR 2%
e, B S TR EEAT T AN U (1 .

! Agent: W4 IS BXHRAN BT AT B | [ RUITRIER ||| Agent: IRIEILA (5. (R st | A ASEAIRIATHY |
VAR AT LE T B A SR AN T AT IR | HEIEN) VBRI R 7 R }Eiﬂf 25?%’4 |
| N ty e H 9  BEE R )
% ! AR L - o iﬁ})ﬁE?(ﬁAfsearch o 4;{?;% i ! _— ! . E
| 1 verifiedBootKey:0000...0000 h AT % h RS ¥ mu;gzm !
#® : : : A FHEXA_content : : g{f)ﬁggﬁ : : AR :
i [ WEEXS coment | ¥ |
s | RHRBR: £k verifiedBootKey i & 3, 77 | 1L ACHANTES |1 _ e 11 TFERES
| TR, SRR i A e | FBEEN verfiedBootkey B 1 TG
! Dl gmasem |\ BootLoaderCUHERREN, R EIF 1 S |
o I Nl TR UL AREHG AT B E I R | !
LR e T R
v RS o ST VORI SREE R o ERER
I o o e e e e 2 oo —————= e S, .
| W% 54l > G > HAERE > wghdle >
| Agent 45 LTS BAHRSUNAHEAT AT, 0 1] RIBRVER |\ | Agent: BUBSUA (8, SRR B0t | | HARRORFIATH |
VAL A AE TR A R AR R TR WRiE BRI BT R I T R {5;%;# 4;?2’% :
1 U1 efE H 9 TG BRI
% i }Eﬁ{‘%ﬁﬁ . E i HEXA_search |} E - N ! i e '
y 1 fEAZ: e i HEATIE % h ﬁigi:i L ORRIEEAE
! BootLoaderff i = .. ! ! BAURFE. .. I gk ]
o 1 e ! : 1 : '
i P R ool e p———— !
o RBREUERH): T 2R HiBootLoader il 5T | ! === | VB 2 Magisk, 7EsuSC k. FEEUSBI |1 MEANRAKEE
! BT B, T 4 5 75 B VR [ 2 ! = = H :‘ ES 'agls S (FfEsu b =] i 1 : |
;e T, DL 5 RN N A F think 4 3 11, SELinux’{k &unknown " SRR !
I VL BEEEEAR T o e o | .
L oMEIAL. N T T U I R T
IR Nl | s wasege ) R
P /- g | S .

Ko e TAERAE RG]

B 5, R B AAFALE B AR bR 25 B HIR, F8 SUXBS: 7317 UG 4 WA AE B AT B 23 A R JRZE A8 oAy, T8 A
— i e EEEE 3 REE WXL (U0 security. significant security risk present), SZEFHE F Wr (1)
UEHE, B REAARKTIZAT I 0 AT B RFAE SR IR 4 2. daax F oy 20, 8 SO 73 T A BE A BORT R B & 24
FHEA G K I B A IS AT I 43 HTRFAE, T8 RER DR 24 A ) SRS AT I 23 A 4R 25 LA s 88 ) T e k.

4 KSR
VA Alntel-Agent #EAT Android S AT 73 A4 55 B TERE, FAT AL B F A4 2 1 I Bl ) AL s v 6 1



ARG 5 BRAMEARIE 3h 49 % 48 B4k Android RAEAT BT 947 77 ik 13

G AT SRR VEAS . AR BUR 4 MRS (RQ) AR T 35050 &1

RQ1: Alntel-Agent % SIS AT I 7 AT ARSRFAE AR A 28R dn ey 2

RQ2: Alntel-Agent 7EI S & H8 SU8UHE HAE A LLM $047 SOEAT I 20 AT A5 55 I AR A BRI X 53?2

RQ3: Alntel-Agent [ 2 B4 R G AEH R TN 73 B B8R A i 2

RQ4: Alntel-Agent H1 A 72 B S IG AT IR 734 A1 55 (1 45 RAT BRI 52 R 2

o WA TRAUE RRE WM. T SRR I SIS AT I 43 B, BAi122%8 CA Rl LA IG5 R A2,
IH4hE Android B 77 SCRY, LRI IE 170 TR G0 )8 M S P EARAE. O T B 1k B — 4 B R R D, R4
3T Java )25 Native 20 G5 & M AT 2 YOGR B TARZE XIRAE. Rl i, 423051 N AME AT IR S (trusted
execution environment, TEE) 55)i /2 B AR 24E B A T (5 S (W0 Verified Boot R Keystore $HIESE), AT H
Alntel-Agent [ J5 SAEH 73 A7 5 TRAIF SR A 1 51 (1) B4 J A,

o IRIEBEE . Alntel-Agent fi fH| Dify 1.7.2 FF &, AT LE B4 #T Json 4% IR SCR AW . Ho A 78 REFFR 10
E T Alntel-Agent FH{# Hl i) LLM > GPT-40+Claude-sonnet-4. T T KA SLIESH) Android #&3E 15 &, B
T Android WA WM. M5 RERI RS, was 5 E KR 3, RERKIRLNE AN App i8id Android Studio
Ladybug | 2024.2.1 Canary 8 JT'&.

®3 Ml EE

W2 i & Sithes
Bk Pixel 5, Pixel 6
£ HHP50e, #Amovalo
K /K108, 42KKS50
vivo vivo X100S, iQOO 10
OPPO OPPO Reno7, —JN9R
ES SIS0, ZRIEX30

o SZIGHRAR. SEIRFEARMI BT B A 2 MY Alntel-Agent [IYERE, F 5 SR AT AT B AR KRAE (R BRE .
A FEHR (Precision). 7 B3 (Recall) 1 F1 score #EATVEAL. HoA, K2R T 5 & Alntel-Agent KINKiz
AT 23 BT B AR Hh LSRR T o 1 B A8, A4 TR B Ak el ik 70 7 38 S iR 4R B e 75 8 [B1 28 [ Bk Allntel-Agent 7EJiT
B SRRE P TR T B, e WO R A4 AT VR J 8 S SR AR (1 B8 75 F1 score RIS A2 A0 (A1 2815545 tH,
T Alntel-Agent TEXE I 26 F0 73 [ 28 [FIRE B ATEE T LR-A MERE. IX LE4BARMI B T X Alntel-Agent VI F 58 )
A ST — B A TV bR v
4.1 Alntel-Agent Xt R IEITHT 2 i ARFFERIR AR (RQ1)

o SLIGHIR. SN T VTS Alntel-Agent X TS AT AT BUR IR SURHE MU AR, BATME T 12 ME& &Mz
AT B 43 M AR T B A8 SURFAE AR A 1. 3 A*4R 3 Android 7-Android 15 £ 4> Android R4, Root.
Virtual. Hook. Mix Jyillist F i o ¢ B 8 178 70 BT H R REIEZR L. Root. Hook. Virtual R 32 AL E X M)
FHIE, Mix /85 Root. Hook. AN, MEUIREE . BLoloh 2 A28 (1R G HFAE, A 00 S50 & WIS 1) A [R] 1
B FAT AT 15 B IS AT B AT BRI AR SURIE B 3 su SUH %42 . BootLoader R4l 244 K500 25
REEH L, W S8 PUTEE R verifiedBootKey. Java/Native 2460l — B0 25 (B #E4G1E, PL S RA Android
2S5 RAE T FHRHE. A SCN LHRE T IX IR SURFIE, DUE DAL Alntel-Agent B1RE IR,

o SLIRZEIR. WK 4 FiuR, W LUE H, Total 4y 84, TP 4 84, FP 24 2, FN 24 0. iH 5 [ 44, Precision ¥ 97.7%,
Recall 24 100%, F1 score 4 0.988. X T 12 A~ N T A 2 (i H 4, Alntel-Agent BEGS IR 15U 4= 30 KIS 4T B 40
FORFHE, 1A BRI, 810, £ A7-Root 1 A9-Hook [N 3 B T — KRR, K 2 KR AR 22 - 4L
X RSB (W 7 BTR) KR, X2 TR RE AR 4 SRR A Android FHE 4 S5 AR SRR AEAR LR FE SUB PE, KA
WA 4810 W7 R Ak T AR 2R AT . BT Android 10 JEBRFABUR 1A%, AT H M Android W &5 EE HBLALER



14 RAFF AR SR g K o e il

(B AR BB IA 2 5, Ky AEE 7 i 28 4f ] Android 5.0/7.1/9.0 % Android iAS. % A7-Root /1, #iRR (KI4R
IES2 B4R 4 WIME, XTI 24T 24> BINHE & FHAERAT I F2 000 H F5 27 £7-48 004, B THE8L 885 Android
T4 B ZRA NPT S AR A ], o 2 U DML £ 52 0t AN TR £ 90 A1 43 B 5 B0 RRiE. A7-Root W15 B (112 00K JIE =
NEAPATENS, BRI IXTE B454 Android B2 % F ) Android 10 BL N KA Android RAS5#HRE
122 0 Root 4F1E, 1R4R% T HLL38 K. 75 A9-Hook H, FH T~ FELIBAR I A H i (R RF 1 e B4 L FR 8 78 v A IE S5 A
LB AL, I HAFAE 2 T Hook 451E, SHUE BE A IRk,

# 4  Android ¥8EURFIE IR ) 45

MUREEERY Total Detected by Alntel-Agent (FP) W 451 Total Detected by Alntel-Agent
A7-Root 4 5(1) Al3-Virtual 5 5
A8-Virtual 6 6 A13-Mix 12 12
A9-Hook 5 6(1) Al4-Hook 7 7
A10-Mix 9 9 Al4-Mix 13 13
Al2-Root 4 4 Al5-Root 3 3
A12-Mix 8 8 A15-Mix 8
TE: 55 TR EUE VFP
BRBRRER BE-RRREN MR BREEH
IR AT Androld oot SR BRI T 24 SR 4 )

- B BUINE A AT IR ORI 5

"risklevel": "High",
"evidence":

ATRLRE U E b A7 ds B8, TR 5
Android B # ) L H) R AT L FEAN ], £ 25 00

RO XS e aE % [ < A X D e swa—— JUME 2 S AR [ 00 OB B AL

o R, TR AELE A R PR nrisklovel™: "Modium” : A7-Root "5 B 1 Z UL M 4 - 18 A AT 45

S - BRI R SR Android 780 e > T%H%? it fA K X 0 ffﬁﬁ?;droid’fﬁ?fﬁ%’%’
BT, 2 9 S o JH#4 Android 10 LA FI iR A< Android 5 4t 15

’ "N A WLE": "4000,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1000,0,0,0,0, | . i - PPN, I
. 0,0,0,0,0,0,0,0,0,0,0,45000,0,0,0,0.0,0,0,0,0,0,0,0,0,0,0,0,0"", BB 2 IR 00URAL, DA S M.
FREUR ST B2 Android_hook: LTS I 2 B A A b R R IEAE
"risklevel": "High", FEHL 78 HL 5 ORI H b L R — 5 ] P Y

- B RS A HUIRES, (H LR E "evidence": ARk, b T RG] o R (R s R LR

g R, S B AL S, 3K 5 B A RHIEAR T

= - BRI RSR A Android 9 Android_virtual_container: HREIDLES 45 A i 0 B 91 4 8 B 1K) 2 T Hook 4

%' BT, 29BN "risklevel": "Medium", AIE, AR T RS R

- WA R0 A7 (E 2 T Hook R AE, E "evidence":
AR 2% PR ARFE
U 0 AL 25 35

"HLEE: "80.0,8 4k 150.0",
" 75 BARAS": " IEFEfE Fusb e B,

K7 DU iR A7

IeAh, FATHE B4 EXTES 2.4 W4 H B EFHEAT T IR, 7R3 50, BT TR )R THEZ LR
RagR sk, Doid 7N A . A EE R, H G R4 8 M (W0 ro.secure. Build BOOTLOADER %) ()5 # it
AT T Pl THIS X Pl A% G5 PYEAS I T EL3fi: LA RS () 175 400, Alntel-Agent 4S8 B 315 31 H XU

Biltn, 43 4TI 4847 T B A% T Build BOOTLOADER. ro.boot.flash.locked %5 &4 2 @ 1k, 181 ¥ & AEAE S5 )y
RIS A 2 4 1R B BootLoader A4, 200 ILIRURUS . 11 76 S0XUKE 73T 53 7E 0 AT 48 S0 K I R 402 8 1 R
“N BootLoader 1E %81 7€, {H)E 2T 1 [ 15t 1] verifiedBootKey {44 0 4515 B A3 BootLoader T # RS, 1A
[ 77 IR T 8013 B BLh e, S B4 i e 4 B v S ok, 45 & 18 M seik & R L8 1t 55 B Root BUFR, T
FRAPATIBOLAEE BB R MR & N B SR &, KA T BRI+, 88000 R 45 & AW G v MRk & 2
# Root.

BREAREDT B B I HEEL S5 40 AT, ARSI BUFE SUR MR I 5%, i ek M R G2 B M St n] (S BE A A AR 1
BHEMZE R NFE RGBT E B2 0 (8 4 2. @i X MR 2 B 5 SR IE, Alntel-Agent 15 LAHERIE 7R
W& O Root, REEPABTHY Dyt 1) B 5 KUK

Z518 (RQ1): Alntel-Agent 75 A T4 g 1) 2 4 I3 P ) b Joe B L B PR IR 0 B8 0, BBE LA 97.7% FAHRE fff 2 R



ARG 5 BRAMEARIE 3h 49 % 48 B4k Android RAEAT BT 947 77 ik 15

100% (143 5] 2635031 HH I A 3] HR A7 AE R RUR AR AIE, 8 AU T 2L E B Bgs i1 oL T, e ilid feafE B 2 Fl
RS IXTER T Alntel-Agent REWS 4 27 % Root. Hook. MEMINEILE L SIE AT 0 M BRI, B 7EH 2%
e SO HP R 1 TR ) UG R F) St i

4.2 A[E] LLM ISR ZFIE4U R LRSI TR iR Tt (RQ2)

o SZIGHE. N T PRAl Alntel-Agent FEBLSZ Android 46 ERIIRAIMERE, RATMIF B R E DB R 15 &
Android %% P RIEIRGURHE, 1E24 Alntel-Agent [N BT I SE 1% % e SORMBCA B 2%, AR % &0 &
R 7V R SR AN ), DRI AT ae e N T 10 0 Ok B A 14 1 AU Fig SURFAE A, Jlid N TR A 7 K
it Alntel-Agent FIIERGIRA (TP). =ik (FP). JWik (FN) #5L.

o SIS E. SLIR AT A LLM ¥18185d APT i, @45 OpenAl ] GPT-40-2024-11-20 #1 GPT-o0ss-120b.
Anthropic 1] Claude-sonnet-4-20250514. Fil Lz H % 1) Qwen3-235b-a22b LA KR E >R & 1) DeepSeek-reasoner, A<
SCE AR LLM 20505 15 &3 & e SURE L Rtk 47 /04

o SZIGEENL P IE Alntel-Agent SRR R, WIER 5 FiR, # H GPT-40+Claude-sonnet-4 [ Alntel-Agent
£ 15 G5 Android W% RSP ERE 8 2 A1 A B 285 3 1 88.5% #1 93.9%, 0.911 [ F1 score S/ 18 AU FEAG A M
TRV 2 MR T 055 0P 3850 workflow [#7HR [71 45 SEFEAT R 25, AR IR T4 R A4 BR 7 i) R i 11 il
RN B HETE Java 2 native 2 BRI 45 R 22 FAERIESE TF NP4y, BAR R LM 01 45 51, (H Maid Foh 1%
. ME— R R B R ro.adb.secure=1 1EAIZATIN 73 BT BOARRRAEAR & . FATTHEAE 1518 35 40 % 4 5C S BRI gEAT 43 17
FHHR H et R

%5 GPT-40+Claude-sonnet-4 1R 71 %5 5

Detected by Alntel-Agent

W& Total (FP) Precision (%) Recall (%) F1 score
Pixel 5 5 6(1) 83.3 100.0 0.909
Pixel 6 8 9(1) 88.9 100.0 0.941

1EHP50e 3 3 100.0 100.0 1
#Amovalo 4 4 (1) 75.0 75.0 0.75
/K108 7 7(1) 85.7 85.7 0.857
£12KK50 7 8 (1) 87.5 100.0 0.933
vivo X100S 2 2 100.0 100.0 1
iQOO 10 5 5 100.0 100.0 1
OPPO Reno7 7 6(1) 83.3 71.4 0.769
—JM9R 6 7(1) 85.7 100.0 0.923
SRIES0 4 4 100.0 100.0 1
TRIEX30 4 4 100.0 100.0 1
L Z50 6 6(1) 83.3 83.3 0.833
2186 6 7(1) 85.7 100.0 0.923
= Hs20 8 9(1) 88.9 100.0 0.941
JERUNAES 82 87 (10) 88.5 93.9 0911

E: 48 S P UEVFP

& GPT-40 5 Claude-sonnet-4 [ PFIVFAR R A R IR 2, (B2 B BRI A . &858 RS 1t AT RS K
J&, RIT Alntel-Agent 7EH AR EL )R R ILEAEECEE N 7 — S AR T EEA R R 5 A T HE
RLPE, HHITALRL B B I HE R 5 58 2 MR Re ST B 2R SO AT I 73 B AE 5 B B Ak s ma, A SLER o 9 B 2= GPT-
oss. Qwen3 1 DeepSeek-reasoner iX 3 K EA ML MM ERMEL. WK 6 FTLLE H Alntel-Agent X 3 Flif A
B AR A RR 548 B GPT-40+Claude-sonnet-4 F AF7EAH 24 258, Hidh Qwen3 153 0.64 ) F1 score, fE =& H EL G
BERF, BAFTEGRIA. TS A BRI IX 3 PR a4 A 44T
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PL—1 9R (480N 45 R 91, Qwen3 BEIR A H EZZATH 44 TR, B2 T 55 E4E HAEE =R, HIR
RIFT 2 IR B ro.debuggable=1 X A e B K KK, (HFHEZELL Root BRI E il ROM 75 XA v] LME S
(B e, LA USB WERIT 8 SH IR KB UEYE . 1R R 2 ZRIR TR AR TE R B AT E () e+ fake™**) [ J& P4 E )
Wr AL B AT B 0 BT BRAFAE. GPT-oss [ RIS AT I 4347 ) Bl 58 — AN VR (CVE-2024-53104) Fl 44T (2025
52 H) AT, BT A AT E LA A L, BRI T R su iy IX — HIZIEYE. DeepSeek-reasoner YRk 1
BootLoader fi##i. USB &% £ WUIEYE. GPT-oss 5 DeepSeek-reasoner Y775 K &%, 204 1EH 1 R G 1%
(kA Android (1) W 2% Hitik BE 42 10) #5515 2058 AT I AT BORRHE. 3X 3 FRBLEY i) = LA TE T ARTRIE S
Tt FERCAR, S X 2648 2GSRBS BT T 85 R A, X R B, BMEFE vt B I SR BUE 2 BB e AL AR A &N
G IAHEERALAR, 15528 A B 12k B 1) R SR 22 (AT 55 P BRAT 45 SR = A 22 0.

% 6 GPT-oss. Qwen3. DeepSeek-reasoner iH 3%

N GPT-oss Qwen3 DeepSeek-reasoner
B Precision (%) Recall (%) F1 score Precision (%) Recall (%) F1 score Precision (%) Recall (%) F1 score
Pixel 5 50.0 60.0 0.545 50.0 60.0 0.545 28.6 40.0 0.333
Pixel 6 50.0 50.0 0.5 66.7 75.0 0.706 333 375 0.353
#HP50e 333 333 0.333 50.0 66.7 0.571 25.0 333 0.286
£ Mnoval0 60.0 75.0 0.667 60.0 75.0 0.667 333 50.0 0.4
/IK10S 429 429 0.429 71.4 714 0.714 333 28.6 0.308
£12KK50 50.0 42.9 0.462 55.6 71.4 0.625 429 429 0.429
vivo X100S 50.0 50.0 0.5 50.0 50.0 0.5 50.0 50.0 0.5
iQOO0 10 333 40.0 0.363 66.7 80.0 0.727 333 40.0 0.363
OPPO Reno7 42.9 429 0.429 66.7 57.1 0.615 429 429 0.429
—hI9R 429 50.0 0.462 66.7 66.7 0.667 333 333 0.333
RHES0 66.7 50.0 0.572 60.0 75.0 0.667 40.0 50.0 0.444
RIEX30 50.0 50.0 0.5 50.0 75.0 0.6 25.0 25.0 0.25
L Ez50 42.9 50.0 0.462 57.1 66.7 0.615 42.9 50.0 0.462
FAN; A0 50.0 66.7 0.572 57.1 66.7 0.615 333 333 0.333
=Es20 40.0 50.0 0.444 62.5 62.5 0.625 44.4 50.0 0.47
SRR 46.1 50.0 0.48 60.2 68.3 0.64 36.3 40.2 0.382

4510 (RQ2): KB F A MR 2t 45 R B A R E 0. GPT-40 5 Claude-sonnet-4 {2 & 7E AL BRI 92 % 7%
HIE A Fa U R BB AE AR 88.5%, A [F1ZR 93.9%), W35 M T H AR, 78 1 %o 3 5 44 A0 B0 A ik 4% i EAT:
5507, SR EA S @ SR AL I R ) 1 S A R ORI S OB AT B 4B oAk 2 P G .

43 HERERFMERERA (RQ3)

o SLIGHHAR. AT VAN Alntel-Agent FTf FH (2 B e 4 R Gonf MERE K F2 ), FRATTH R T 16 ot L i) s 8 B
TAERFR. Wi 518 GPT-40+Claude-sonnet-4 F 8L, FNEE 4.1 5 o4 A A 1 5 28 4.2 15 TPl 4 4K
PEEAT I, CAIRIRE R Gt A v T SR R B AR MRS B 28 (Precision). A [F1ZE (Recall) F F1 score.

o SIS E . ST BT I A R AR AR NS 2 Bk R G — R SCR RS I — I A 45 H 11
Android W& B, 52 8GR RG0 X AFET, SR BEARLERURE A B — N BE AR S 58 BN TAE AR, A SCHY
W T 28R TR, B8 ek BATRZR A S AR, XHRSUREIR T AT 704, B k.

o SZIGZER Wk 7 iR, W LAFE H, Total Jy 84, TP 24 80, FP 5 4, FN N 4. i+ 5175, Precision ¥ 95.2%,
Recall 5 95.2%, F1 score 24 0.952. X 12 AR B, 554 AR A4 GBS (A G 2 4T B /- T B ARRRAE, (AT
5, RIRINEA BT LI, RIS DIRIRAE O 80 TAERAIEAT /0, FoME R~ B i 5 B = 0 T S B AR TE
W25 R SRR AR S 2 Wik R AT T IPUTREE RS T B TEE . WITE AT M 4838 R 3R
G BT EARR, SR T H0 4700 TRIME B, WfE Al4-Mix, A E T 5T Xposed JF & ) Hook



ARG 5 BRAMEARIE 3h 49 % 48 B4k Android RAEAT BT 947 77 ik 17

HEZL AR 44 9 “me. weishu.exp”, B BEVR BLARR 75 1 BEILL A5 A1 Root WU, EL A Al 2 AR R F R A 35 R AE S
s, 2R 73X — KU
RT PRI FR 45 R

WA 5] Total Detected by H.% f& /4 (FP) W 5] Total Detected by Alntel-Agent (FP)
A7-Root 4 4 A13-Virtual 5 5
A8-Virtual 6 7(1) A13-Mix 12 10

A9-Hook 5 5 Al4-Hook 7 7

A10-Mix 9 10 (1) Al4-Mix 13 12 (1)

A12-Root 4 4 A15-Root 3 3

Al12-Mix 8 8 A15-Mix 8 9(1)

E: 55 P EUE NFP

TEM R AR ECR AL R LN B R IR 8 AR, B8 Re 7o AH R BHE 45 I PYR R M A m R S
Alntel-Agent FF {8 {1 22 5 Be 4k R4 90 A2 17.2% F1 18.3%, F1 score A2 0.177, ErmixX PR T+ 0K i 1t 0
AT 2 (R A 7E B I 22 B G %o 2D B8 1) L A% R EAT X B, FRATT i B0 22 BE S R IE TS R AT AR 8L iy
REEA R . TE S B R N 25 1 R 45 T, 8 WL (U0 Root. Hook A 45 AR &% & T % UG R 45
BB FIKF, FESA MR E FXHSITI 5 iR 72BN #R A 7 4, XAl E FEUE S E H E
PR EE R AR S AT T T, SR R AR IRAR TR R SUR AR 45 R BB RUIR AN AR BT N R B AR L 2
Re s 2 40 0 25 98D, 38 40 0 TR AE R TE A3 A 5 HERR. BA vivo X100S A, vivo fER &S LRI EH T
PD2309 £ PD2309M Wi Ffi iy 44, 1X 7 2 &4 Bk 2 G Pl s ThHERR, 10 B2 8 BE AN JLAE I AT I 2 A B AR R 4R 25
TXAR EIE 7 G T BE A AORIE AU A5 A AR T Aol i A O s ket o AT 45 1.

R ZEBEM ARG LR REMIR RN

e _ EZ LU _ B Re A
Precision (%)  Recall (%) F1 score Precision (%)  Recall (%) F1 score

Pixel 5 83.3 100.0 0.909 80.0 80.0 0.8
Pixel 6 88.9 100.0 0.941 75.0 75.0 0.75
1EHP50e 100.0 100.0 1 66.7 66.7 0.667
4 Rmnoval0 75.0 75.0 0.75 60.0 75.0 0.667
/K108 85.7 85.7 0.857 71.4 71.4 0.714
£1KK50 87.5 100.0 0.933 83.3 71.4 0.769
vivo X100S 100.0 100.0 1 50.0 100.0 0.667

iQOO 10 100.0 100.0 1 80.0 80.0 0.8
OPPO Reno7 83.3 71.4 0.769 83.3 71.4 0.769
-In9R 85.7 100.0 0.923 80.0 66.7 0.727
SRHES0 100.0 100.0 1 60.0 75.0 0.667
ZRIEX30 100.0 100.0 1 80.0 100.0 0.889
L L Z50 83.3 83.3 0.833 71.4 83.3 0.769
2186 85.7 100.0 0.923 66.7 66.7 0.667
=520 88.9 100.0 0.941 60.0 75.0 0.667
JSRUSHES 88.5 93.9 0.911 71.3 75.6 0.734

4518 (RQ3): & REVR UM A ML T B 8 BE AR B U AE A 0 R A [ 3R B B3R T T 17.2% A1 18.3%. IXHiE
W TR R 2RI OB AT I ST AR 55 0 ORI 12 0T 85 AR 55 IR Beds ML B REAASRAT, RERS A AU bk F—
BRERLERE ) ERRIR, BT RCR.
4.4 RNEEREMRZUDRRIIHRLSILE (RQ4)

o SEIGHUE. S T IAE AT MG AR HEEEALHI X Alntel-Agent PEREIFEIE, AV 4.1 5 4.2 7%
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PEAE 9N, S AR [ A BR ATV RLIE A HE FEASE BT /5 Alntel-Agent HYIERH IR (TP). R4l (FP). ek (FN) 1%
WLEAT St

o KIS E. T A B AR TAR A R B AE ], R & Alntel-Agent BAIK DI REIR 1L /™ 5,
PERNBARIRAT 3 RS R T AR RE AR R OGBS B, adi o xof A% B AR el 5 A0 2 3, JRAT T T LA T 1 v ik i A e
SRTT3 T DR AR S B k. AR B I TR Gt b, AT 7 RN T4 O 3 A, R RE IR B ATHEAT R
LB AE RS EIRARE R A, AT B T4 R 5 X URL Bk AOREER, 48 5 45 SR B B AR AR 485 7E4R UK
g R, BATRE R TP HERAL SR, O iR REIA ELE R R SUR SR S RS USSR R AN 25 £ 3 BE A4 Bl i 57 o,
FATHCH T HMIMESS . R REAR K DhRE, R AT 8ol 20 A 10 TAE.

o SLUGAEIR. IR 9 R, FEVH RV AR AR T BE RS, Alntel-Agent 75 SUBATIN 73 HrA£55 E IO TEREIIAT BT T B£.

%9 IR AR L (%)

s @%Eﬂj’ﬁ}r&iﬂﬁ E@%ﬂiﬁfﬁ%?ﬁ T?%ﬁﬁhﬁﬁﬁ*ﬁﬁ i‘?ﬁ%%ﬂﬁﬁ
Precision Recall Precision Recall Precision Recall Precision Recall
Pixel 5 80.0 80.0 80.0 80.0 71.4 100.0 83.3 100.0
Pixel 6 83.3 62.5 70.0 87.5 60.0 75.0 77.8 87.5
£ HP50e 75.0 100.0 100.0 100.0 66.7 66.7 50.0 66.7
4£Anoval0 75.0 75.0 80.0 100.0 66.7 100.0 80.0 100.0
/K108 71.4 71.4 75.0 85.7 60.0 85.7 66.7 85.7
21 2KK50 66.7 57.1 85.7 85.7 63.6 100.0 77.8 100.0
vivo X100S 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0
iQOO0 10 60.0 60.0 66.7 80.0 71.4 100.0 80.0 80.0
OPPO Reno7 71.4 71.4 714 71.4 66.7 85.7 85.7 85.7
-JIM9R 71.4 83.3 85.7 100.0 54.5 100.0 71.4 83.3
RS0 75.0 75.0 100.0 100.0 66.7 100.0 60.0 75.0
ZMEX30 100.0 100.0 80.0 100.0 60.0 75.0 80.0 100.0
S Ez50 66.7 66.7 66.7 66.7 62.5 83.3 71.4 83.3
21856 71.4 83.3 83.3 83.3 62.5 83.3 62.5 83.3
=520 85.7 75.0 77.8 87.5 58.3 87.5 70.0 87.5
RARBUR 75.3 74.4 78.9 86.6 64.0 89.0 74.2 87.8

TE U BT 8 0% 53 e R 38 R R S, Alntel-Agent HIFE TR I 88.5% T FEE 75.3%, HHIZEH 93.9% T
P25 74.4%. BB R e, RIVE REARST A RIZ AT I T B AR 148 2R SR S0 R 1 NP4, R R,
Root 5 Hook H2% [) < i &5 ELRIL 60%, %t L HARB AT I 20 M R i35 20 FE AR B R i mb i 1A &2 T %, IX AT g
RRGMERE PR R ERA.
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